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The Cybersecurity and Infrastructure Security 
Agency (CISA) is the newest agency of the 
federal government, established in 2018 to be 
the United States Cyber Defense Agency.

We serve as the National Coordinator for 
Critical Infrastructure Security and Resiliency, 
leading the effort to understand, manage, and 
reduce risk to the cyber and physical 
infrastructure Americans depend on every 
hour of every day.

Who we are?
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The Significance of Critical Infrastructure
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Serving Critical Infrastructure
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CISA Regions
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CYBERSECURITY 
THREATS AND 

VULNERABILITIES
 

Healthcare Devices 



July 11, 2023

Current Threat in USA Health Sector
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Cyber attacks in Public Health Sector
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Cyber attacks in Public Health Sector
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2022 Healthcare Data Breach Report

*Information provided by The HIPPA Journal
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2022 Healthcare Data Breach Report
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Example of third-party providers Incidents
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Health IoT Devices Vulnerabilities

* Reference taken from the Cynerio – The State of Healthcare IoT Device Security 2022 Whitepaper
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Cyber attacks can cause loss of life…

Ataques Cibernéticos a Infraestructura 
Critica de U.S.
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CYBERSECURITY 
AWARENESS

 
EVERYONE’s

Responsibility
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Cybersecurity is EVERYONE's responsibility
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77% of the reported attacks in 2021 were caused by 
phishing, software vulnerabilities and poor 

password security (brute-force attack).
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Phishing Examples
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Smishing Examples – Text Messages
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Vishing Example – Phone Calls
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Phishing Example – Social Media
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Phishing Attack Example


Phishing Demo - Watch Tutorial of Phishing

2018:10:06 20:00:00
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Action Steps - Phishing

▪ Recognize and Report Phishing: If a 
link looks a little off, think before you 
click. It could be an attempt to get 
sensitive information or install 
malware.

▪ Provide Cybersecurity Awareness 
training to ALL the users in your 
organization.
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Action Steps - Passwords

▪ Enable Multi-Factor Authentication: You 
need more than a password to protect 
your online accounts, and enabling MFA 
makes you significantly less likely to get 
hacked. 

▪ Use Strong Passwords: Use passwords 
that are long, unique, and randomly 
generated.
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Action Steps – Software Updates

▪ Update Your Software: Don’t delay – if you 
see a software updated notification, act 
promptly. Better yet, turn on automatic 
updates.
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CISA SERVICES
AND 

RESOURCES
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Sampling of Physical Security Offerings
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•  Protective Security Advisors
•  Active Shooter Training
•  Tabletop Exercises Program
•  Assist Visits
•  Infrastructure Survey Tool
•  Infrastructure Visualization Platform
•  Regional Resiliency Assessment Program
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Sampling of Cybersecurity Offerings
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• CISA Central
• National US-CERT

• Remote Assistance
• Malware Analysis

• Cybersecurity Advisors
• Cyber Tabletop Exercises Program
• User Awareness Training
Cybersecurity National 

Awareness Month Campaign

• CISA Cybersecurity Services
• Cyber Hygiene

• Vulnerability Scanning
• Web Application Scanning

• *Risk & Vulnerability Assessment (RVA)
• *Remote Penetration Testing (RPT)
• *Phishing Campaign Assessment (PCA)
• Cyber Security Evaluation Tool (CSET)

• Ransomware Readiness Assessment (RRA)
• Cybersecurity Maturity Level Assessment (CMM)
• Cyber Resilience Review (CRR)

* Services offered by invitation only.
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Vulnerability Scanning
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Purpose: Assess Internet-accessible systems for known 
vulnerabilities and configuration errors.

Delivery: Online by CISA

Benefits: 
• Continual review of system to identify potential problems
• Weekly reports detailing current and previously mitigated 

vulnerabilities
• Recommended mitigation for identified vulnerabilities

• Network Vulnerability & Configuration Scanning
• Identify network vulnerabilities and weakness 
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Cyber Security Evaluation Tool (CSET)
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• Purpose: Assesses control system and information technology 
network security practices against industry standards.  

• Facilitated: Self-Administered, undertaken independently
• Benefits: 

• Immediately available for download upon request

    https://www.cisa.gov/uscert/ics/Downloading-and-Installing-CSET

• Understanding of operational technology and information technology network 
security practices

• Ability to drill down on specific areas and issues

• Helps to integrate cybersecurity into current corporate risk management strategy
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Cyber Security Evaluation Tool (CSET)
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Cybersecurity Awareness Program

35https://www.cisa.gov/cisa-cybersecurity-awareness-program
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https://www.cisa.gov/sites/default/files/publications/2022_00092_CISA_CPG
_Report_508c.pdf

Additional Resources
Cross-Sector Cybersecurity Performance Goals | CISA
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Additional Resources

37

CISA has a new webpage with the latest guidance on how organizations can regardless of 
size – adopt a heightened posture when it comes to cybersecurity and protecting their most 
critical assets. 

This guidance is available at www.cisa.gov/shields-up. 
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Free Tools
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CISA published a new catalog of free cybersecurity services and tools available to critical 
infrastructure owners and operators who would benefit from tools to help their security and 
resilience. The webpage is a one-stop resource where organizations of all sizes can find free 
public and private sector resources to reduce their cybersecurity risk.

You can find this here www.cisa.gov/free-cybersecurity-services-and-tools 
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stopransomware.gov

Additional Resources
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https://fedvte.usalearning.gov/

Training Resources

https://fedvte.usalearning.gov/
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https://fedvte.usalearning.gov/

Training Resources

https://fedvte.usalearning.gov/
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CISA provides secure means for constituents and partners to 
report incidents, phishing attempts, malware, and 

vulnerabilities.

www.cisa.gov/report

report@cisa.gov

1(888) 282-0870

Report

42

http://www.cisa.gov/report
tel:888-282-0870
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Questions?
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Puerto Rico & USVI Contacts:
Department of Homeland Security (DHS)
Cybersecurity and Infrastructure Security Agency (CISA)

Julio González
Protective Security Advisor
Region 2 -  NY, NJ, PR, USVI
787.244.8195
julio.gonzalez@hq.dhs.gov

N’gai Oliveras
Cybersecurity Advisor
Region 2 -  NY, NJ, PR, USVI
202.826.8916
ngai.oliveras@cisa.dhs.gov
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